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It you recruit them...it will come?

* No automatic applicability of GDPR
* Do you have EU subs / *
* Does it apply to the L
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* Have an establishment in the E

* set out to provide service

e Track / monitor EU indiv
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Airline employee got unauthorized access to passenger data.

EUR 20,000

Six unencrypted USB sticks lost that contained personal information

L G (including employment info) of 11,000 people.

Dutch employee insurance service provider did not use multi-factor
EUR 900,000 authentication when accessing the online employer portal
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CCTV monitoring of employee in workplace without adequate disclosure
+ excessive

EUR 20,000

EUR 1 : i '
i 100 Processing employee personal data using consent a legal basis (PWC)

Deficient employee profile provisioning; fake and obsolete profiles in of
medical staff in hospital; unrestricted access to all patient files.

EUR 400,000
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* Right to
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Service Providers
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Training

Specific training for individ olved in the

rge organizations

ing policy
.
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* Signed into law on June 28, 2018.

e Started as a ballot initia
e Took just a few days t
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* You collect California consumers’ personal information (or
such information is collected on your behalf)

* You determine the purpg

5 and means of processing
California consumers’ p: |
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* Headquarters are in California
* Employees in California

* Entity incorporated in
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e Out of state with sales
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Over 500,000 for-profit businesses doing business in California

* Annual gross revenues >
* Personal information of >

* Sale of Personal informatior > 50% of annual_revenues
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e California Resident

* But ...not really employee: o
* Collected and used in cou n the ¢ nté;t of
the role as employee. // /‘;
* Emergency contact informr
* Information collected to ac

* Will be revisited in 1/2020..
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CCPA Employee rights in 2020

* Employee privacy notice
e Data breach class actio
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Coronavirus and
GDPR
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Partner, Chair of GDPR Compliance and International
Privacy

Fox Rothschild LLP

+1-215-444-7313
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» HR Technology
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** Monday, May 4™ 8:00am - 1:00pm **

Live Meeting at the HRO Today Forum, North America. Loews Vanderbilt Hotel,
Nashville, TN
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